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Introduction  
The Credible Data Law (enacted 2003) required Ohio EPA to “establish and maintain a 
computerized database,” “make the data available to other agencies and all interested 
persons…,” and store the data “in such as manner that they are easily retrieved and 
available for sharing with other agencies and all other interested persons.” The resulting 
system was designed to accept (and make available to anyone interested) water quality 
data collected by Credible Data Qualified Data Collectors (QDCs) and state agencies 
that are subject to the Credible Data rules.  

The Credible Data Online Application (CDOA) is now accessible online through Ohio 
EPA's eBusiness gateway (https://ebiz.epa.ohio.gov/loginAction.li ).  Data must be 
submitted via this system to be officially accepted as credible data, with the exception of 
Level 3 biological data. All Level 3 fish and macroinvertebrate data must be submitted 
using paper data sheets in accordance with the data reporting requirements in the 
Credible Data rules (OAC 3745-4-04 through -06). Anyone can access the online data 
in this system simply by obtaining a UserID and account from the eBusiness gateway.   

The only data that QDCs can enter into the system is data from approved Project 
Study Plans (PSPs).   

Internet Explorer – Versions and Settings 
Depending on which version of Internet Explorer you have (it should be IE7 or IE8 for 
best system functionality), you may need to change your settings as described below. If 
you do not have Internet Explorer, it is available as a free download. Our contractor built 
the database with this browser in mind, so it is not likely to work with other browsers.  

General IE settings (multiple versions): 

Add the eBusiness site to your “Trusted Sites List,” found on IE7 under Tools>Internet 
Options>Security>Trusted Sites>Sites 

Also Allow Pop-Ups for this site (so the site mapping will work). It is best to set this in 
place prior to beginning data entry. 

Specific IE 7 settings: 
 
Open: IE7* and selectTools>Internet Options>Security>Custom Level>Navigate sub-
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frames across different domains>Set to Enable 
 

* In IE8, the "Navigate sub-frames across different domains" is set to enable 
by default. For IE7, the default value is disabled. 

Creating User Accounts 
Every user will have their own UserID and password. This includes lead QDCs and 
others that will assist them with their data entry. Those submitting level 2 or level 3 data 
to the system (e.g., lead QDCs) will also have to get a Personal Identification Number 
(PIN) prior to data submittal, which will allow data submittal under an electronic 
signature - but a PIN is not needed until all of the data for that project is entered. 

You will need to use Internet Explorer (since that's the browser the consultant created 
the application for) and should set your browser to “always allow pop-ups for this site.” 
The preferred choice is to make this setting prior to starting but if you forget, then when 
you try to locate a site on the map, the map will try to pop-up. At this point you typically 
will get a yellow bar across the top of your screen that says something about pop-ups. If 
you right click on that bar, you can allow pop-ups using that feature. However, you may 
have to re-enter a bit of site information if you do it this way. 
 
Click on “Create New Account” at the eBusiness gateway 
(https://ebiz.epa.ohio.gov/loginAction.li ) to begin the process. 
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Delegating Project and Data Entry Rights 
Once you have an account, the lead QDC should email us their unique UserID so we 
can find the lead QDC for each project (this would be the person that the approval letter 
went to unless they have left NEORSD) and delegate the project to them. The project 
name field will only accept 50 characters. Also, due to search limitations on our end, we 
had to impose a project naming format. The end result is that your electronic project 
name, may not be exactly what you originally named it. However, the project description 
field should include your complete original project name.  After your project is delegated 
to you, you should receive an automated email confirming this delegation. 

Note: Some users have had this notification email get screened by their spam filter. You 
can check to see if you have a project using the steps described below. 
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After receiving this email, you can login with your UserID and password and this should 
take you to the “eBusiness Home” page: 
 

 
 
 
In the far right column it should say “view/edit” under Delegations (in the line that starts 
with “DSW Credible Data”) and that's where you click to search for User IDs and 
delegate rights to others to enter data on your project. The preferred choice may be to 
search using their unique User ID. If you need to Delegate other eBusiness users to 
help you enter your data, you will click on this. If not, you won’t need to use this feature. 
Before you delegate anyone, make sure the project name and other information is 
correct. 
 
Once a project has been delegated to a lead QDC, the basic user steps are to create 
sites, create reports (specific date/time sampling information) under those sites, and to 
enter data on forms (e.g., chemical results, QHEI, HHEI, or Level 1/Level 2 
macroinvertebrates) under the reports. Only once all results for a project study plan 
have been entered should the data be submitted. This is very important, since we don’t 
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want anyone to have to enter anything twice. Data submittal requirements reduce the 
flexibility of the system, so you must make sure it’s all there before you hit the “Submit” 
button. 
 
After you have made your Delegations (which you can also assign or edit later) or if you 
don’t need to make any delegations, you can select “DSW Credible Data” from the 
eBusiness homepage (see screen shot above). You should then see the screen shown 
below: 
 

 
 
From this screen, your main options are the choices in the green box at the left. You 
also can select “eBusiness Home” if you need to return to delegations or to use another 
eBusiness service.  
 
Data submittal for a study plan needs to happen at the same time for all data under that 
project study plan (this is required by the Credible Data rules) and can be done only by 
the lead QDC. The lead QDC should make certain that all data for that project is 
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entered correctly prior to submittal. This will save you from having to re-submit any 
data.  

Creating Sites 
Before you create any sites, make sure the project name, description, etc. is correct. If 
we need to make a change, now is the time to do it.  

Note: The Project Name online may be slightly different than how it was submitted. We 
had to impose a name format to simplify finding projects. Projects will start with the 
name of an organization or a QDC, followed by the sampling year, followed by as much 
of the original project name as will fit in that field. Complete project names will be 
included in the Project Description field which allows entry of more characters.  

Click on “Create or Update Sites” in the column at the left, then select the appropriate 
watershed for your project from the dropdown box and click on the round “GO” button.  
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If you have multiple projects in that watershed, they will all come up at one time after 
you click on “GO.” Click on “View/Edit” at the left of the project you’d like to select. This 
should cause any sites that you’ve already entered to be displayed. If you’d like to enter 
an additional site, click on the “Create New Site” button at the lower left. After selecting 
“Create New Site,” you should see the screen below:  

 

Fill out as much information as you have here. Some items must be completed before 
saving the site is possible (i.e., Site Name, Site Description, County, and HUC 8 – 
HUC8s are available at this site: http://gis.epa.ohio.gov/map.php\). Entering the county 
first will populate the HUC8 box with any watersheds that are in that county. Once you 
choose a HUC8, the HUC10 box will populate with the HUC10s that are in that HUC8 
and so on. 
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You can either enter the latitude and longitude in decimal degrees (e.g. if you used a 
GPS unit to obtain the coordinates – you should use at least 4 decimal digits, preferably 
5) or you can use the “Select Online Map” feature.  

You should have already set your browser to “always allow pop-ups for this site.” The 
preferred choice is to make this setting prior to starting but if you forget, then when you 
try to locate a site on the map, the map will try to pop-up. At this point you typically will 
get a yellow bar across the top of your screen that says something about allowing pop-
ups. If you right click on that bar, you can allow pop-ups using that feature. However, 
you may have to re-enter a bit of site information if you do it this way. 
 
When you click on “Select Online Map,” you get a map of Ohio in a new window which 
will look like the pop-up screen below: 
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Drag the map to center your sample location and select “+” to get close to your desired 
location (moving all the way in step-by-step is recommended – to get the most accurate 
location), then click on the location (e.g. on the upstream side of a bridge) to denote 
your sampling point. A marker will appear and you can then either move the marker 
slightly to where you want it, or just click on it and select “Yes – Submit” or “No – Clear.” 
Choosing “Yes – Submit” will enter the latitude and longitude in the site form for you 
(and the map will disappear).  
 

 
 
Note: If you choose to manually type in your latitude/longitude, we recommend you click 
“Select Online Map” anyway to visually confirm your sample location on the map. 

If you click on “Satellite,” you will get an aerial photo of the area, and this will generally 
allow you to also get to further magnify the map and more accurately locate your site as 
shown below. 
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Note: There is generally additional capability to zoom-in on your location when you 
switch to satellite mode. 

Creating Reports 
After you have created one or more sites, you then need to create reports (to enter 
information associated with sampling for a particular date at that location). When you 
are creating a site, a report, or entering data on a form there is information that must be 
entered before the system will let you proceed to the next screen. This mandatory 
information is generally denoted by an asterisk (*). For reports, this mandatory 
information includes “Activity Date” and “Survey Team” (please use complete names). 
Entering other information, such as sample time, is recommended since it can be very 
helpful later with data interpretation, etc. 
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At the bottom of the page where you create reports, is a table that lists four “Form 
Types.” These options are “QHEI Monitoring,” “HHEI Monitoring,” “Macroinvertebrates 
Tracking,” and “Chemical Monitoring.” This table is depicted below.  
 

 

Data Entry/Forms 
After you have entered your Report information, you can click on one of the “Edit” 
buttons at the left of the “Form Type” table to create a form to enter your data (e.g. a 
chemical form to enter chemical data, a macroinvertebrate form to enter that data, etc.). 
Any data types collected on the same date, at the same time, and location can/should 
be entered under the same report. 
 
Note: An exception to the above is that only one level of data can be on the same 
report. For any project with multiple levels of data, multiple reports should be created – 
even for data collected at the same location on the same day. For example if a QDC is 
collecting Level 3 chemical water quality data at the same time as they are doing Level 
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2 macroinvertebrate sampling – that data needs to be on separate data reports (not just 
separate forms), or re-entering data will be required. 

QHEI Habitat 
The QHEI form was designed to look similar to the paper version. The electronic version 
includes some checks that require scoring information to be entered before you can 
move on the next section. You must have all complete information available to save a 
QHEI form (you can’t enter part of the mandatory information and come back to finish it 
later, but you can change this information or add optional information later before 
submittal), so make sure this is all available before you start. 
 

 
 
For guidance on QHEI scoring, see “Methods for Assessing Habitat in Flowing Waters: 
Using the Qualitative Habitat Evaluation Index (QHEI), June 2006” at: 
http://www.epa.ohio.gov/portals/35/documents/QHEIManualJune2006.pdf 
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HHEI Habitat 
The HHEI form was designed to look similar to the paper version. The electronic version 
includes some checks that require scoring information to be entered before you can 
move on the next section. It also limits you from entered values that exceed 100%, 
prevents some conflicting choices, etc. You must have all complete information 
available to save a HHEI form (can’t enter part of it and come back to finish it later), so 
make sure all information is available before you start. 
 

 
 
Note: The form does not confirm the number of substrate types for you, so make certain 
you have counted these correctly. 
 
For guidance on HHEI scoring, see the “Field Evaluation Manual for Ohio's Primary 
Headwater Habitat Streams - October 2009” at: 
http://www.epa.ohio.gov/portals/35/wqs/headwaters/PHWHManual_2009.pdf 
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Macroinvertebrate Assessment 
Unlike the habitat assessment techniques above, a specific macroinvertebrate sampling 
technique is not dictated by the rules and different sampling methods may be used. 
Therefore, the Credible Data Online Application requires just taxa and abundance 
information. Other mandatory information includes the “Sampling Equipment” and the 
“Macroinvertebrate Data Entry Method” (follows from macroinvertebrate data level). 
Other known information should also be entered to increase the future utility of the data, 
track changes in stream conditions, etc.  
 
The macroinvertebrate form changes to reflect the data level you select (which should 
match your Project Study Plan). The form will reflect either Level 1 (order level 
taxonomy) or Level 2 (family level taxonomy) data entry options.  The list of Level 1 taxa 
were taken from the Ohio Department of Natural Resources Ohio Stream Quality 
Monitoring Project (http://www.dnr.state.oh.us/tabid/980/Default.aspx ). 
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Level 2 macroinvertebrate data primarily uses family level taxonomy and so there are 
many more taxa choices. You must select the taxa that reflect your data and add them 
to the form. You may check multiple taxa at one time (or you may add extra ones later, 
if you missed any). You can generate a Favorites List to reflect the taxa you normally 
find or start anew each time using the “Search and Add” feature. 
 
 

 
 
Once you click on “Search and Add,” you will get the screen below and can either type 
in a specific taxa name, or more likely, just click on “Go” and get a list of taxa to choose 
from. 
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After you click on “Go,” you get a long list of possible taxa to choose from. You can hold 
down the Control key and select multiple taxa to add to the form at one time. Or you can 
select one name and then click on “Continue” to add them one at a time. For some 
groups (e.g. Turbellaria or Oligochaeta) identification is not usually done to the family 
level, so class names are used. Also, other order level taxa names are listed here too 
but are generally just used when a specimen is too small, young, or damaged to identify 
it to family level.  
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Once you enter the number of organisms per taxa, make sure to click on “Save” before 
you “Exit.” Any taxa without an abundance entered under the “Count” column will be 
removed from the list upon saving.  
 
Note: The column marked HFBI Value is a general tolerance estimate for each taxa on 
the list. It is adapted from Hilsenhoff (1988, see references). Higher values indicate 
higher tolerance of poor water quality. 
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Chemical Monitoring 
Each chemical form typically represents a sample jar (and the preservative for that jar).  
On this form, you must enter “Sample ID” (a unique, for that project, ID that you created) 
and “Activity Type.” You should also enter any other information available – since items 
like “Preservation” and “Sample Depth” may aid in data interpretation later and also 
confirm that the sample was collected and preserved correctly. You add analytical 
parameters (or “Analytes”) to this form individually or in a group, through the use of a 
parameter template. 
 
If you wish to revise a previously entered report, select the report’s Sample ID from the 
dropdown box at the top of the page. You should segregate your parameters onto 
different reports by sample preservative type. This allows us, when reviewing your data, 
to confirm that it was properly preserved.  
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To add an invidividual analyte, select it from the dropdown “Analyte” list and click on 
“Insert Analyte.” Using the Control key, multiple analytes may be selected and entered 
at one time.  
 
Note: Bacteria sampling results should be recorded on a chemical monitoring form. The 
“chemical” parameter list includes fecal coliform and E. coli  
 
A number of chemical templates have been created for both common combinations of 
parameters (e.g. the “Field parameter” template includes pH, water temperature, 
conductivity, and dissolved oxygen) and for big projects with many samples collected for 
the same analyte list. If you don’t need every analyte on a template, or need to add a 
couple extra, inserting a template may still be worth your while. It’s easy to add an extra 
analyte to a list started with a template and you can leave one (or more) template 
analytes that you don’t need blank and the empty lines will disappear when the data is 
submitted.  
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When entering chemical water quality data, several additional columns (beyond just the 
result – includes the Analysis Date, Detection Level and Analytical Method) must be 
populated with information prior to saving the data. This is required so that the level of 
your data can be verified. Once data is submitted it can’t be modified, so the system is 
designed to make you enter this auxiliary information at the beginning (we don’t want 
you to have to re-do it). Chemistry forms are segregated by preservative type. So 
results that stem from meter measurements will be on a separate report than results 
that are from samples that are iced (or acid preserved etc.) and taken back to the lab for 
analysis. 
 

 

Note: We recommend that you put the sample’s Reporting Limit in the Detection Limit 
column since we plan to change the column header soon to say Reporting Limit (which 
has more utility for data evaluation). Please note what you did in the comments section. 
Thanks! 
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Since analytical results may come back from a lab at different times (e.g. metals may 
take a long time), the chemical form allows you to fill out results for some of the 
parameters and then come back to the others later (unlike the macroinvertebrate form, 
which requires that you enter data for each line all at one time and unused lines are 
deleted).  
 
The “Comments” column should be used to explain any qualified sample results, any 
sample dilutions (these may affect reporting limit etc.), and any other abnormalities 
pertaining to that sample result.   

Note: Comments explaining qualified data and diluted data are mandatory for level 3. 

Data Submittal  
To submit data to the Credible Data system, all data described in the project study 
plan must be submitted at one time. Please double-check the accuracy and 
completeness of all data prior to submitting (to prevent data being down-graded to a 
different level or having to re-submit part of the data).  

Data submittal must be done by the project’s lead QDC using an electronic signature 
(requires a signed and notarized form to obtain the Personal Identification Number (PIN) 
required for data submittal). Check the box to agree with the certification statement, 
enter your PIN, and answer the security question (see screen shot depicted below). 
Then you can “Submit” the complete data for the project.  
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To get a PIN, go to the eBusiness home page and click on “Request new PIN” in the 
lower left corner. Complete the information requested and then this link will change to 
“View PIN Request.” If you follow that link it will allow you to print a form that is to be 
completed by you in the presence of a notary public. The completed notarized form can 
then be mailed to Ohio EPA (address on the form) and then you will be mailed your PIN.  
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Data Viewing 
This is an option available to anyone with an eBusiness account (not just QDC s). The 
easiest way to view data is to select the watershed that you’re interested in and then set 
a date range for projects (the default range may be too narrow to find the project(s)/data 
you want) and then hit the “Go” button. This will display project names for any data 
collected in the timeframe designated. The screen shot below shows part of the drop 
down menu of watershed names. 
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If you are unsure what watershed (HUC 8 name/number) you are sampling in, you can 
use the site below: 

http://gis.epa.ohio.gov/map.php 

State Agency Data 
In addition to storing data from QDCs, the CDOA is meant to accept and store data from 
other State of Ohio agencies that have performed water quality sampling. The Credible 
Data Law (ORC 6111.54) requires that, “Each state agency in possession of surface 
water quality data shall submit the data to the environmental protection agency in a 
format designated by the director of environmental protection.” The Credible Data Rules 
(OAC 3745-4, effective March 2006) specify that data from a particular year should be 
submitted by April of the following year.   
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While the concept of  Qualified Data Collectors is not applicable to State of Ohio agency 
staff, since their data is considered “credible” by rule, their level of their data must be 
determined by review of Ohio EPA staff. Any level 3 data submitted by another state 
agency is considered equivalent to data collected by Ohio EPA and will be   

 
Regardless of the eventual data entry option used, everyone has to start with project 
naming and creation and creation of sampling sites (with associated information). Since 
the search capacities, on our end, for finding projects are limited we are using a naming 
format that  will start with the year of data collection, followed by the agency initials, 
followed by an actual project name in the remaining characters of the 50 character field. 
The adjoining project description field should be used for a more complete description of 
the project. 
 

Credible Data Terms 
Chemical Template – A set of pre-determined chemical parameters that may be entered 
in the chemistry form as a group. Usually, these are parameters commonly sampled 
together and they always must be parameters that share the same sampling 
preservative. Several chemical templates are available for your use.  

CDOA – Credible Data Online Application. An on-line system designed for submitting 
surface water data to the Ohio EPA’s Credible Data Program. 

Data Submittal - Data submittal may only be performed by the project’s lead QDC and 
should only be done once all project data has been entered and double-checked. The 
Credible Data Law requires that any data submittal must include all data from a PSP. 
Submitting data for a Level 2 or Level 3 project requires a PIN.  

Delegations – Delegations are granted privileges that allow the delegated person to 
input data on a Credible Data project. The CD administrator delegates initial 
privileges/rights to the lead QDC for a project and then the lead QDC may choose to 
delegate data entry rights to others that may assist with that project. 

eBusiness homepage – This is the webpage (https://ebiz.epa.ohio.gov/login.jsp ) where 
you can access various Ohio EPA web-based data services. Here you can enter the 
“DSW Credible Data” service to enter data or delegate project rights to others assisting 
you with data entry.  Other eBusiness services (associated with other divisions and 
functions of Ohio EPA) are also accessible from this home page. 
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Form – A form is the place where you can actually enter data and is found under the 
Report (which is associated with a Site). 

Form Type – There are four form types available: “QHEI Monitoring,” “HHEI Monitoring,” 
“Macroinvertebrates Tracking,” and “Chemical Monitoring” and they are accessed from 
the bottom of the Report page. Forms reflect actual sampling results. 

HHEI - Headwater Habitat Evaluation Index.  A stream habitat assessment technique 
developed as part of the primary headwater habitat program. This is typically used to 
assess locations draining less than 1.0 square mile. 

HUC – Hydrologic Unit Code. This term was originated by USGS and reflects a system 
of watershed division and designation. Larger numbers (e.g. HUC12) reflect smaller 
more specific watershed areas than smaller numbers (e.g. HUC8) which are for larger 
watershed areas. There are approximately 45 HUC8s within the state of Ohio.  

 PIN - Personal Identification Number.  A PIN is the electronic equivalent of a signature 
and may be obtained using a form from the eBusiness page 

PSP - Project Study Plan – A specific plan that describes sampling locations, 
frequencies, and data types to be collected by Qualified Data Collectors. PSP elements 
are described in the Credible Data rules and vary by level, with level 3 requirements 
being the most demanding. 

QDC – Qualified Data Collector – A data collector status conferred upon a qualified 
individual by the Credible Data Program in one of three different levels, with level 3 
being the highest, or several different specialties. 

QHEI - Qualitative Habitat Evaluation Index.  A stream habitat assessment technique 
developed by Ohio EPA to predict the diversity of the fish population. This is typically 
used to assess locations draining more than 1.0 square mile. 

Reports – These reflect information associated with sampling at a particular date and 
time at a specific site. Report information includes data about the weather, the condition 
of the surface water body that day, and who was there to do the sampling. 

Sites – Unique locations where data was collected. They are identified by 
latitude/longitude, county, HUC, etc. and may be used for data collection for multiple 
dates, times, and data types.  
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User ID – Anyone getting an eBusiness account must designate a unique UserID. This 
separates them from all other eBusiness users. 
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